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OneDrive Client

Linux client for OneDrive for Business.


Goals


	Support of different desktop and mobile platforms.


	Support of different cloud-storage services like Dropbox, OneDrive,
Google Drive, Flickr, etc.


	Ensure safety of handling of the user-data by the application.







Current features


	The application is launchable and usable
(with consideration that it’s an alpha-version).


	OneDrive for Business support.


	Atomic file updates through FUSE-based filesystem-wrapper that provides
file-locking capabilities.







Documentation

For further details please refer to the documentation:
https://onedrive-client.readthedocs.io/
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Usage


Preparations

Before using the application, user has to acquire an Offce 365 license
that contains OneDrive application and then make some configuration
adjustments.


Acquiring Office 365 license

This could be done on office.com [https://www.office.com/].




Configuring Office 365


	After you acquired the license and entered your account, you should see the
home page. Click on the “Admin” button.


[image: _images/x0ivvzfTY3.png]





	Then click on “Active users”.


[image: _images/x0ivvzfTY3.png]





	Find user, that you want to use for accessing OneDrive and click on it.


[image: _images/xQoJn5o6p5.png]

Tip

You can setup a user with guest-status so that the application
won’t have admin-access to your Office 365.








	Click on “Edit” button in the “Product licenses” row.


[image: _images/IJsbBP1R7F.png]





	Ensure the license is turned on for the user.


[image: _images/HCkFEhqKMO.png]





	Open the home page of Office 365 as the picked user and click on
OneDrive application button (sometimes it might be required to force
Office 365 to provision it).


[image: _images/7NeUi6xcN2.png]





	Then, as an admin user, go to the home page and click on “Admin” button
again as in step 1..


	Click on “Azure Active Directory”.
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	On the newly opened page click on “Azure Active Directory”.
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	Click on “App registrations”.

[image: _images/cp87R3NF_r.png]


	Click on “New registration”.

[image: _images/58TDQFxqko.png]





	Fill all the necessary fields:



	Name - could be arbitrary.


	Supported account types - choose according to your needs. You can
click on “Help me choose…” to get some guiding information.


	Redirect URI (optional) - put something like
http://localhost:8080 and remember the value.







and then click on “Register”.

[image: _images/rJZ866FJGE.png]


	In the opened list of registered applications click on the one
that was just created.

[image: _images/SRmmhZQC4A.png]


	Click on “View API permissions” then on “Add a permission” then on
“Microsoft Graph” then on “Delegated permissions”.

[image: _images/5GATjmPmsl.png]
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	Find and check "``Files.ReadWrite.All”`` permission or another
permission that grants level of access to the files according to your
needs. Then click on “Add permissions”.

[image: _images/oOeS8DHQmZ.png]

Tip

Check out the permissions reference:
https://developer.microsoft.com/graph/docs/concepts/
permissions_reference








	Return to the application page as in step 13. and click on “Overview”.
Find “Application (client) ID” field and remember the value.

[image: _images/vMU0E5hQTe.png]


	Click on “Certificates & secrets” and then click on “New client secret”.
Then fill the description (could be arbitrary) and choose expiration
interval. Then click “Add”.
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	Copy the value of the newly created secret and save it somewhere.
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Installation

Currently the application is only installable as a standard Python package.
Just clone the repository and install it using Pip [https://pip.pypa.io/en/stable/]:

git clone https://github.com/AndreiPashkin/onedrive_client.git
pip install onedrive_client








Authentication

Application requires a cookie to authenticate in Office 365. Go to
https://login.microsoftonline.com/, login with the credentials you want the
application to use and then collect the cookie value for
login.microsoftonline.com domain. It could be done using a debugging proxy
like Fiddler.




Configuration

Here is an example configuration file:

client_id: <Client ID (see :ref:`step 16 <.. _step-16>`)>
client_secret: <Client secret (see :ref:`step 18 <.. _step-18>`)>
redirect_uri: <Redirect URI (see :ref:`step 12 <.. _step-12>`)>
cookie: <Cookie value (see `Authentication`_)>
system_directory: <A directory where you want the app to store data and
                   other internally used files.>
mount_directory: /home/andrei/projects/onedrive/mount
log_level: <Accepted values are: CRITICAL, ERROR, WARNING, NOTICE, INFO,
            DEBUG, TRACE. Pick "INFO" if not sure.>








Using application

To launch the application simply use a command like this:

onedrive -c <Path to the config. file> start





Path to the configuration file could be relative to the current working
directory or absolute.







          

      

      

    

  

    
      
          
            
  
Changelog


[0.0.1-alpha]


Description

Initial release. The application is working, covered with tests, though
it’s more developers-oriented for now and not production-ready.




Added


	OneDrive for Business support.


	
	





	File locking.


	Initial file synchronization logic implementation.


	Initial documentation.












          

      

      

    

  

    
      
          
            

Index



 




          

      

      

    

  _static/down-pressed.png





_static/down.png





_images/LWC1XDxAOl.png
Azure Active Directory admin center

Dashboard

All services

FAVORITES

Azure Active Directory
Users

Enterprise applications

Dashboard >

mesmeme e - Certificates & secrets

O Search (Ctrl+/)

Y

Overview

Quickstart

Manage

-]
D

Branding
Authentication
Certificates & secrets
API permissions
Expose an API

Owners

Roles and administrators (Pr...

Manifest

Support + Troubleshooting

X

)
-]

Troubleshooting

New support request

«

- Certificates & secrets

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as
public keys.

T Upload certificate

No certificates have been added for this application.

THUMBPRINT START DATE EXPIRES

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
application password.

~+ New client secret

DESCRIPTION EXPIRES VALUE





_static/minus.png





_images/SRmmhZQC4A.png
Azure Active Directory admin center

1= Dashboard
= All services
FAVORITES
0 Azure Active Directory
a4 Users

'@ Enterprise applications

b ¢ - App registrations

pashkin - App registrations

Azure Active Directory

O Search (Ctrl+/)

Overview

Getting started

Manage
Users
Groups

15 Organizational relationships
Roles and administrators

¥ Enterprise applications

E Devices
App registrations
Identity Governance

¥ Application proxy

a Licenses

Azure AD Connect

«

New registration Endpoints Troubleshooting Got feedback?

Welcome to the new and improved App registrations (now Generally Available). See what's new

A\ Looking to learn how it's changed from App registrations (Legacy)?
Still want to use App registrations (Legacy)?

Owned applications

O Start typing a name or Application ID to filter these results

DISPLAY NAME APPLICATION (CLIENT) ID CREATED ON
[ u . L] ]

CERTIFICATES & SECRETS

@ Current

@ Current





_static/plus.png





_images/HhgXv6QXCH.png
Microsoft 365 admin center

View recommendation

Billing

Support

Setti

Q Active users > 3 Billing > Office software

Setu
P -+ Add auser Total balance: $0.00 1 Install my software

Reports ] Delete auser £ Update payment details = Share the download link
o Editauser & View my bil @ Troubleshoot installation

Health @, Reseta password

Admin centers

SharePoint C7 ® Domains > £ Support 3 [Lrainourself

For admins CF
OneDrive ©f Add a domain 4 New service request

Remove a domain View service requests

Security & Compliance =7

Edit a domain

Azure Active Directory 7

N B+






_images/IJsbBP1R7F.png
Microsoft 365 admin center

Active users

Guest users

Deleted users

Groups

Resources

Billing

Support

Settings

Setup

Change @, Change password

Username

Product licenses

Group memberships (0)

Sign-in status

Office installs

Roles

Preferred Data Location

Contact information

No groups for the user. Click edit to change
group membership.

Sign-in allowed

View and manage which devices this person has
Office apps installed on.

Global administrator

Edit
Edit

Edit

Edit

Edit

Edit

Edit

[ Feedback





_static/file.png





_images/XtGN07ac6U.png
1= Dashboard
= All services

FAVORITES

0 Azure Active Directory

a4 Users

'@ Enterprise applications

Azure Active Directory admin center

> - Certificates & secrets

? momn ome - Certificates & secrets

O Search (Ctrl+/)

Overview

Quickstart

Manage
Branding

2 Authentication

' Certificates & secrets

-2~ APl permissions

& Expose an AP

Owners

Roles and administrators (Pr...

Manifest

Support + Troubleshooting
K Troubleshooting

New support request

«

(] Update application credentials 3:23PM

Successfully updated application onedrive-client
credentials

Copy the new client secret value. You won't be able to retrieve it after you leave this blade.

o i B b
public keys.
T
No certificates have been added for this application.
THUMBPRINT START DATE EXPIRES

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
application password.

+
DESCRIPTION EXPIRES VALUE
test 8/7/2020 I





_static/up.png





_images/cp87R3NF_r.png
Azure Active Directory admin center

1= Dashboard
:= All services
FAVORITES
0 Azure Active Directory
a4 Users

'@ Enterprise applications

> - Overview

i - Overview

Azure

e Directory

«

O Search (Ctrl+/)

Users
Groups
15 Organizational relationships
Roles and administrators
¥ Enterprise applications
E Devices
App registrations
Identity Governance\
¥ Application proxy
a Licenses
Azure AD Connect
l-] Custom domain names
® Mobility (MDM and MAM)

? Password reset

M companv branding

Switch directory Delete directory

[ ———

Azure AD for Office 365

Sign-ins

To see sign-in data, your organization needs Azure AD
Premium P1 or P2.

What's new in Azure AD

Stay up to date with the latest release notes and blog posts.

26 entries since April 20, 2018.

New feature
7] All camsirac ey

@z
Your role
Global administrator
Find
Users v
Search

Azure AD Connect sync

Status
Last sync

Create

Not enabled
Sync has never run





_images/U8iOj1Q16z.png
Azure Active Directory admin center

Dashboard

All services

FAVORITES

Azure Active Directory
Users

Enterprise applications

Dashboard >

& ® 3 2 ©

- Certificates & secrets

wemesmn womm - Certificates & secrets

O Search (Ctrl+/)

Y

Overview

Quickstart

Manage

-]
D

Branding
Authentication
Certificates & secrets
API permissions
Expose an API

Owners

Roles and administrators (Pr...

Manifest

Support + Troubleshooting

X

)
-]

Troubleshooting

New support request

Add a client secret

Description

Expires

@ In 1 year
O In 2 years
O Never

St ssLITL

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
application password.

~+ New client secret

DESCRIPTION EXPIRES VALUE





_images/WjLV4B5gqf.png
Azure Active Directory admin center i ja £33 ? @

Dashboard v + 7 L 2 / Db @
1= Dashboard
All services - - Welcome to the Azure AD admin center Quick tasks
FAVORITES
0 a g o) Add a user
Azure Active Directory = o U . ), Youalready have Azure Active Add a guest user
® \ers _— % Directory. Use it to make Office 365 Add a group
even better. Find a user
Enterprise applications N q L EICIEIY
. P PP Azure AD for Office 365 ' Try Azure AD Premium See how Azure AD can help your organization Find an enterprise app
Users and groups Recommended Azure portal

ortal.azure.com
Qe Sync with Windows Server AD .
Sync users and groups from your on-

premises directory to your Azure AD

Self-service password reset

Users Sign-ins
Sign-ins for ‘All Users' between 7/8/2019 and 8/7/2019. Enable your users to reset their forgotten

passwords

Company branding

Customize the text and graphics your





_static/up-pressed.png





_images/fTKgbkipLK.png
Azure Active Directory admin center

1= Dashboard
= All services
FAVORITES
0 Azure Active Directory
ﬁ Users

'@ Enterprise applications

earch

Overview

Quickstart

Manage
Branding
2 Authentication
¢ Certificates & secret
-2~ API permissions
& Expose an AP

Owners

Roles and administre

Manifest

Support + Troubleshootin
K Troubleshooting

New support reques

Request API permissions

Select an API

Microsoft APIs

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive,
OneNote, SharePoint, Planner, and more through a single endpoint.

Azure Data Catalog
Programmatic access to Data Catalog

resources to register, annotate and
search data assets

><§-o Dynamics 365 Business Central
Programmatic access to data and

functionality in Dynamics 365 Business
Central

G Office 365 Management APIs

Retrieve information about user, admin,

Azure Rights Management
Services

Allow validated users to read and write
protected content

Flow Service

Embed flow templates and manage flows

o Power Bl Service

Programmatic access.

E <>

Azure Service Management
Programmatic access to much of the

functionality available through the Azure
portal

Intune

Programmatic access to Intune data

SharePoint

Interact remotely with SharePoint data





_images/jYRHbEx6VF.png
Azure Active Directory admin center i [;9 £33 ? @

Dashboard > Request API permissions
%] Dashboard - |
( AllAPIs
AlgawitEzs Microsoft Graph
O Search (Ctrl+/) X
FAVORITES LY https//graph.microsoftcom/ Docs [/}
@ Azure Active Directory B Overview What type of permissions does your application require?
Users . Quickstart Delegated permissions Application permissions
v o Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
Enterprise applications Manage signed-in user.

B Branding

Authentication

D
¢ Certificates & secret
-9~ API permissions

L4

Expose an API

Owners

& Roles and administrz

@ Manifest

Support + Troubleshootin
K Troubleshooting

2 New support reques





_images/7NeUi6xcN2.png
Office 365

Good afternoon

_|_

Start new v

Recent  Pinned

OneDrive

O Search

Word Excel

Shared with me  Discover

@ ® -

PowerPoint OneNote Admin All apps

No recent online Office documents

<hare and rollabarate with athare T et ctarted create a new dAaciiment or dAran

T Upload and open...






_images/G3NDpB3AjM.png
Azure Active Directory admin center i [;9 £33 ? @

Dashboard > - API permissions

% Dashboard ( - API permissions

All services

«
0 Search (Ctrl+/)

FAVORITES

API permissions

’ Azure Active Directory Overview Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent
. process. The list of configured permissions should include all the permissions the application needs.
S Users Quickstart
) o Add a permission
@ Enterprise applications Manage
API / PERMISSIONS NAME ~ TYPE DESCRIPTION ADMIN CONSE... ~STATUS
& Branding
3 Authentication
Certificates & secrets ge—— i————— —-
API permissions - - — —
& Expose an AP u
Owners
Roles and administrators (Pr...
e . eesw =
Manifest
- — m ] L2 SRSl
Support + Troubleshooting - - 3
K Troubleshooting
New support request

- e e

[ a— -





_images/58TDQFxqko.png
1= Dashboard
= All services
FAVORITES
0 Azure Active Directory
ﬁ Users

'@ Enterprise applications

Azure Active Directory admin center

> 1 - App registrations
BT - App registrations
Azure Active Directory

O Search (Ctrl+/)

Overview

Getting started

Manage

Users

Groups

Organizational relationships
Roles and administrators
Enterprise applications
Devices

App registrations

Identity Governance
Application proxy

Licenses

Azure AD Connect

«

New registration Endpoints Troubleshooting Got feedback?

Welcome to the new and improved App registrations (now Generally Available). See what's new

A\ Looking to learn how it's changed from App registrations (Legacy)?
Still want to use App registrations (Legacy)?

Owned applications

O Start typing a name or Application ID to filter these result

DISPLAY NAME

[

APPLICATION (CLIENT) ID CREATED ON

CERTIFICATES & SECRETS

@ Current

@ Current





_images/5GATjmPmsl.png
Azure Active Directory admin center

1= Dashboard
= All services
FAVORITES
0 Azure Active Directory
a4 Users

'@ Enterprise applications

O Search (Ctrl+/)

Overview

Quickstart

Manage
Branding

2 Authentication

¢ Certificates & secrets

-2~ APl permissions

& Expose an AP

Owners

Roles and administrators (Pr...

Manifest

Support + Troubleshooting
K Troubleshooting

2 New sunnort reauest

> onedrive-client

Delete Endpoints

Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)?

Call APIs

E 3>

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
sources.

Sign in users in 5 minutes

O Q1L Jol |

Use our SDKs to sign in users and call APIs in a few steps

Documentation





_images/HCkFEhqKMO.png
Microsoft 365 admi

center

Product licenses

Location *

Licenses are available

mj o

Save Cancel

ed help’ [ Feedback






_images/oOeS8DHQmZ.png
Azure Active Directory admin center

Dashboard

All services

FAVORITES

Azure Active Directory
Users

Enterprise applications

Dashboard > pashkin -

B i - Ap

Azure Active Directory

0O Search (C

© overview

i’ Getting started

24 Groups
85 Organizational relati
4 Roles and administrz
B Enterprise applicatio
. Devices

B App registrations

[C]

Identity Governance

]

Application proxy
% Licenses

{} Azure AD Connect

Request API permissions

C All APIs
https://graph.microsoft.com/ Docs [/}

What type of permissions does your application require?

Delegated permissions Application permissions
Your application runs as a background service or daemon without a

signed-in user.

Your application needs to access the API as the signed-in user.

Select permissions expand all
files.readwrite.all v
PERMISSION ADMIN CONSENT REQUIRED
¥ Files (1)

Files.ReadWrite.All
Have full access to all files user can access @

» OnPremiScer e

OnPremisesPublishingProfiles.ReadWrite. All
Manage on-premises published resources @

Yes

Discard






nav.xhtml

    
      Table of Contents


      
        		
          OneDrive Client
        


        		
          Usage
          
            		
              Preparations
              
                		
                  Acquiring Office 365 license
                


                		
                  Configuring Office 365
                


              


            


            		
              Installation
            


            		
              Authentication
            


            		
              Configuration
            


            		
              Using application
            


          


        


        		
          Changelog
          
            		
              [0.0.1-alpha]
              
                		
                  Description
                


                		
                  Added
                


              


            


          


        


      


    
  

_images/x0ivvzfTY3.png
Office 365

Good afternoon

_|_

Start new v

Recent  Pinned

OneDrive

O Search

Word Excel

Shared with me  Discover

@ ® -

PowerPoint OneNote Admin All apps

No recent online Office documents

<hare and rollabarate with athare T et ctarted create a new dAaciiment or dAran

T Upload and open...






_images/xQoJn5o6p5.png
Microsoft 365 admin center

Active users

Guest users

Deleted users

Groups

Resources

Billing

Support

Setti

Setup

Home > Active users pashkin Try the preview
-+ Add a user More «, | Views | Allusers v Search users O L Export
Display name A\ Usermname Status

Just want to add an email address?

We'll help you select the right option based
on your needs.

OneDrive for Bu

OneDrive for Bu

® Types of users (
Different types of users and accounts can use Learn how creati
Office 365 in distinct ways. this list under con

[ Feedback





_images/rJZ866FJGE.png
Azure Active Directory admin center i [;9 £33 ? @

Dashboard > - App registrations > Register an application
¥ Dashboard Register an application
All services
FAVORITES * Name
@ Azure Active Directory The user-facing display name for this application (this can be changed later).

Users

Enterprise applications

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (; only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

By proceeding, you agree to the Microsoft Platform Policies [/}

h






_images/vMU0E5hQTe.png
Azure Active Directory admin center i [;9 £33 ? @

[ Dashboard - .
= All services <
D Search (Ctrl+)) « Delete Endpoints
FAVORITES
) Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)?
@ Azure Active Directory Overview
® cers Quickstart Display name Supported account types
'@ Enterprise applications Manage Application (client) ID Redirect URIs
Branding Directory (tenant) ID Managed application in local directory
2 Authentication
Object ID
¢ Certificates & secrets
- APl permissions =
& Expose an AP :
. Call APIs Documentation
", Owners
v
Roles and administrators (Pr... E a2

Manifest E >

Support + Troubleshooting

Build more powerful apps with rich user and business data
K Troubleshooting from Microsoft services and your own company's data
sources.
New support request





_static/comment-bright.png





_static/comment-close.png





_static/ajax-loader.gif





_static/comment.png





